ADMAN Board of Directors Meeting
Minutes
March 17, 2016 (3-5 p.m.)
Robert Mondavi Institute, Room 1207

Members in attendance: Jennifer Radke, Sara Reed, Michelle Hammer Coffer, Shannon Tanguay, Teri Sugai, Gaylene Miller, Brenda Scalzi, Sally Harmsworth, Lourdes Gomez, Chris Harlan, Carla Munoz, Yoke Dellenback, Carlos Garcia, Gladis Lopez-Lytle, Rosemary Martin Ocampo, Donna Connolly, Linda Potoski, Peter Blando, Mike Kuhner, Annemarie Seed, John Mueller, Kelly Gilmore, Nora Orozco, Marina Kumianter, Patsy Service, Malena Teeters, Carmen Raycraft, Sally Harmsworth, Susan Lopez, Jennifer Thompson, Esther Hernandez, Yoke Dellenback, Robert Pattison, Amanda Steidlmayer, Michele Goodman, Dee Madderra

Welcome New Members:
Patricia Serviss – Student Affairs Vice Chancellor’s Office
Kim Rhodes – Campus Planning & Community Resources
									
· ADMAN Co-Chair, Jennifer Radke led a brief discussion Pay for Performance (P4P) and feedback on P4P website.  Lisa Terry and Marion Randall will be meeting with the ADMAN Executive Board to discuss the P4P at a future date.  All are encouraged to look at the website
http://p4p.ucdavis.edu/

ADMAN Vice-Chair 2016-17-please contact Jennifer Radke at jtradke@ucdavis.edu if you are interested in running for this position.  More discussion to come in the April meeting.


1. ADMAN Conference							3:00 – 3:15 pm
Brenda Scalzi, Gaylene Miller, Conference Co-Chairs
· 288 registration capacity, 301 people registered, over-registration was allowed, in past conferences,  about 15-20 no shows or late cancellations
· Conference had 308 attendees. 237 campus/ 48 School of Medicine, 50 people attended the post-LinkedIn pictures taken
· Survey is out, please take a moment to complete 
· Great committee who was very conscientious of cost.  The conference resulted in surplus income that was used to create ProShare and also create scholarships to the conference for staff whose departments cannot afford the conference fee.  
· Feedback so far has been very positive.  They will be looking for volunteers for next year’s committee.  


2.  Diversity and Inclusion Strategic Planning Committee			3:15 - 3:45 pm
Rich Shintaku, Director of Diversity and Inclusion



· These are the final weeks of the Diversity project. Rich’s role has been to chair and facilitate the group that focuses on these issues for staff
· Rich engaged the group in an interactive exercise.  Information obtained from the exercise will be used to provide committee with input and feedback.
· The Committee reviewed over 50 past reports found on various initiatives or programs for any reference to diversity and inclusion.  Out of this information, the following four themes were created:
· Pipeline, Recruitment & Retention
· Climate
· Research, Teaching, Public Service and Training
· Institutional Commitment, Policies and Practices

3. BigFix Campuswide Implementation					3:45 – 4:00 pm
Carolyn Nordstrom, Special Assistant to the CIO for Strategy & Planning

· BigFix is a tool that provides visibility into which computers are on the campus network and what software is on those computers.
· BigFix can identify a computer where vulnerability exists and notify the user
· This will help IT in their role with Information Security compliance. This will allow local security IT staff complete patches within compliance window. 
· There are currently 14,000 computers on campus.  
· There is a central BigFix administration which can provide patches for the local administrators.  Local administrators would still retain responsibility for maintenance.  BigFix is a central tool that can be used by local IT security.
· Tool already in use on campus, when the time came to renew licenses, request for funding came in, same timing as several high profile cyber-attacks.
· The breaches at other campuses came in through unpatched computers. 99 % breaches worldwide happen due to unpatched devices.
· Provost Ralph Hexter felt that this was an important investment
· There are benchmarks that estimate the cost of breaches, man-hours, lawsuits, lost data, and estimated cost is $300 per breached record. This tool will eliminate that.
· In December 2015, the Provost sent a letter announcing he would make an investment for BigFix to be installed on every campus computer/laptop. Carolyn has been meeting with IT and leadership on campus to educate on BigFix.  
· Training available for IT staff next week, enroll via LMS.  lms.ucdavis.edu
· There is an exception process for circumstances where BigFix will not work or there is a concern. (See attached Exception Process)
· Exception request reviewed
· This is a mandate, with exceptions.  There is some discussion around whether a department chair approval will be required to grant an exception
· For questions, contact Carolyn Nordstrom.  Cknordstrom@ucdavis.edu

			
4. Medical/Health Information Survey Discussion				4:00 – 4:15 pm
	Lynette Temple, Assistant Compliance Officer
	Dwight Fredrick Kramer, IET

· In the Cybersafety survey (see attached), there is a section asking the IT staff, do you have Health and Medical data stored?  This information was provided to the committee.
· This includes Family and Medical Leave Act information, and other information that is communicated via email.
· Lynette is notified anytime someone accidently misdirects information
· They are trying to get a sense of what’s on campus, how it’s maintained.  Any assistance they can get for any non-technical listsevs as a way to communicate the 10 question survey.  They will send this information to Sara and Jen and they will send it to ADMAN listserv.
· The survey is to get an idea of what information is out there and is there information that need to be sent via encryption.
· Results of this survey will be sent to the committee which will complete an assessment, determine risk level and recommendation of action to be taken. 
· April is Records Management Month.  
· http://ucop.edu/information-technology-services/initiatives/records-management/records-management-committee.html
· https://security.ucdavis.edu/
· 





5. AggieService Update							4:15 – 4:30 pm
Sara Reed, Director, Shared Services Center
· AggieService is the replacement for the Shared Services Center’s current case management system, ServiceNow.  
· Use will be expanded to include central offices for Human Resources and Payroll functions.  A great way to create a portal opportunity to get answers from Central Offices.
· College of Engineering and Division of Social Science Shared Services are collaborating on this effort, to replace their ticketing system used for human resources and payroll functions. 
· A presentation will be made at a later meeting.
· SalesForce is the platform for AggieService, it is the same system that UCPath uses. This will create a seamless user experience for employees when we transition to UCPath.
· Timeline—phased transitions, GoLive Late May, early June, pause for fiscal close, then resume transitions
· All SSC clients migrated over by September
· http://ssc.ucdavis.edu/aggieservice-project/index.html




6. Employee Onboarding Center 						4:30 – 4:45 pm
[bookmark: _GoBack]John Mueller, SSC HR Operations Manager
Sara Reed, SSC Director


· SSC has created a one-stop shop for onboarding of staff and faculty
· Located at Transportation Services, employees can be on boarded and at the same time, get their parking pass and employee ID
· SSC has assumed Employee ID program for the campus
· http://employeeid.ucdavis.edu/
· Self-schedule an appointment for ID via ScheduleOnce, online scheduling tool
· Emails go to sschelp,edu, creates a ticket that is assigned to the student, who then will issue the card at the appointment
· John provided a demo of the scheduling system
· Student ID cards will still be issued by the registrar’s office
· Departments can still send requests through the employee ID website and ID’s will be sent to the employee’s supervisor.  The department should provide a picture, if there is not already one on file

7.  AggieTravel Update							4:45 – 5:00 pm
Mike Kuhner, Director, A/P & Travel





*************************************************************************************Future Speakers & Discussions*
April
Centralized Gift Processing - (Tentative)
Connexxus Presentation 
Yasmin Sidi, Faculty Program Project Manager, UCOP
May
SciQuest; 
Lia Scott, A&FS
UCD Buy Replacement Project (Aggie Buy) - Tentative
Update: End to End Recruitment (Tentative)
Bruce Mattos, Campus Talent Acquisition Manager 


	


Future meeting dates for Academic year 15-16: 
All meetings will be held from 3:00-5:00 pm in 1207 Robert Mondavi Institute, South Building. 
		April 21, 2016
	
	July 21, 2016

	May 19, 2016
	
	August 18, 2016

	June 16, 2016
	
	September 15, 2016

	
	
	



	
	


Member Committee Reports:
	ABOG 
No Update
AADI   
No update
ADMAN Conference
Update will be provided at today’s meeting
ASEC
No Update
CCC&D:  
No Update
Canvas
No update
EDMS
No update
FIS Update
No Update – no meetings scheduled
HRIC/HRAC
No Update
	IT-Security/IT-Services


Kuali-Coeus
No update – meeting was cancelled
SDAAC
No Update
SSC
No Update
Staff Assembly
No Update
UCPath
No Update
Uniform Guidance
No Update




		Committee
	Representative(s)

	ABOG (Academic Business Officers Group)
	Sally Harmsworth/Lourdes Gomez

	AADI (Administrative Application Development Initiative)
	Tracy Lade/Jennifer Radke/Meshell Louderman

	ADMAN Conference
	Gaylene Miller/Brenda Scalzi

	ASEC (ADMAN SharePoint Exploratory Committee)
	Tracy Lade/MaryAnn Mellor

	CCC&D (Campus Council on Community and Diversity)
	Tammy McNiff

	Campus Taskforce on Uniform Guidance for Federal Awards Implementation
	Sara Reed

	Canvas
	Mary Macias/Marina Rumiansev

	FIS Ledger Review Committee (Kuali)
FIS Steering Committee
	Karen Nofziger

	EDMS Replacement Project
	Peter Blando/Teri Sugai

	HR Implementation Committee/
HR Advisory Committee
	Rosemary Martin-Ocampo

	IT-Security & IT-Services
	Tracy Lade

	Kuali Coeus
	Dee Madderra 

	SDAAC (Staff Diversity Administrative Advisory Committee)
	Brenda Scalzi

	SSC (Shared Service Center)
	Sara Reed

	Staff Assembly
	Jessica Potts

	UC Path Steering Committee
	Susan Sainz/Meshell Louderman

	Uniform Guidance
	Sara Reed
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Diversity and Inclusion 
at UC Davis





Staff Engagement
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Diversity and Inclusion Community Engagement Forum Master Presentation



CHANCELLOR’S VISION: 


To make UC Davis a place where all members of the community are given the opportunity to reach their maximum human potential 
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Core Themes

PIPELINE, RECRUITMENT, AND RETENTION



CLIMATE



RESEARCH, TEACHING, PUBLIC SERVICE, AND TRAINING



INSTITUTIONAL COMMITMENT, POLICIES, AND PRACTICES





















The Diversity and Inclusion initiative for the strategic plan is framed in four key themes.

Each theme has a goal that identifies what we will have achieved through the strategic planning process.
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GOALS













Identify, attract, and graduate a diverse student body; identify, attract, and retain a diverse faculty and staff

Advance a climate that fosters inclusive excellence



Promote collaborative and inclusive skill sets and perspectives in research, teaching, public service, and training





Ensure accountability to diversity and inclusion efforts throughout the campus









What does it take for us to identify, attract, retain and graduate a diverse student body? What do we mean by diversity?

What must we do to identify, attract and retain a diverse faculty and staff? What does diversity look like in staff and faculty ranks?

What needs to happen on our campus to achieve a climate of “inclusive excellence?”  What does this term mean to you?

How do we build the assets of diversity and inclusion into our teaching, research, public service and training efforts?

What steps must we take to ensure accountability across college and unit lines, to ensure diversity and inclusion will be sustained into the future?
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Step One: Brainstorm

5

Be brief

Go for quantity

Be uniquely inspired

Step Two: Cluster

Cluster similar ideas together

Suggest cluster names that reflect essence of ideas



Step Three: Refine and Title

Refine clusters:  combine or create new clusters 

Create memorable titles for clusters







Step One:  Quantity is important. The idea of step one is to generate as many ideas as possible, even ones that may seem on the surface silly or trivial. Different interpretations of the question may give valuable insights into the issues. 



Step Two:  As clusters begin to form, you might start to suggest cluster names that reflect the essence of ideas. Small clusters and loners can be useful. It’s not necessary to cluster everything. 



Step Three:  Pick three “favorite” clusters. Use any criteria to select them.  Then create memorable, interesting titles—think of a book title or a newspaper headline.



5

4/21/2016

Diversity and Inclusion Community Engagement Forum Master Presentation



FOR MORE INFORMATION:

diversityinclusion@ucdavis.edu



Regional Stakeholders – Suad Joseph and David Acosta

Undergraduate Students - Mariah Kala Watson 

Graduate and Professional Students and Post Docs – Ralph Washington, Jr. 

Academic Senate - Sally McKee

Academic Federation – Laura Van Winkle and Erum Syed

Staff – Rich Shintaku and Dianne Gregory 







We welcome further input and discussion. Please use this e-mail address or contact those who are also serving as facilitators for the working groups directly.
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UC Davis Diversity and Inclusion Strategic Plan
Overall Themes and Goals:

1. Pipeline, Recruitment and Retention
Goal #1: Identify, attract and graduate a diverse student body.
Goal #2: Identify, attract and retain a diverse faculty and staff.

2. Climate
Goal #3: Advance a climate that fosters inclusive excellence.

3. Research, Teaching, Public Service and Training
Goal #4: Promote collaborative and inclusive skillsets and perspectives in research, teaching,

public service and training.

4, Institutional Commitment, Policies and Practices
Goal #5: Ensure accountability for diversity and inclusion efforts throughout the campus.

Working Group on Staff Charge:
1. Identify challenges and opportunities for improvement.
2. Propose approaches to address the challenges and opportunities.
3. Develop key short and long-term strategies with a timeline and responsible parties assigned for
implementation.

Questions for ADMAN by Theme:

Pipeline, Recruitment and Retention:
1. How can UC Davis become an employer of choice for members of diverse communities?
2. What systems do we need to have in place to recruit, retain and reward a diverse workforce?

Climate:
3. Climate has been defined as “the current attitudes, behaviors and standards of faculty, staff,
administrators and students concerning the level of respect for individual needs, abilities and
potential.” What changes need to happen at UC Davis to make a more inclusive campus climate?

Research, Teaching, Public Service and Training:
4. How can we embed and advance cultural competency in our workplace and community service?

Institutional Commitment, Policies and Practices:
5. How do we ensure accountability for diversity and inclusion efforts throughout UC Davis? What

needs to be in place for us to achieve this?

Rich Shintaku
rshintaku@ucdavis.edu
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cybersecurity_survey.pdf
Q1.

Introduction

UC Davis Policy 310-22 requires that devices connected to the UC Davis electronic communication network
must either meet UC Davis security standards or obtain an authorized exception to policy. Further, campus
units must annually report, to their respective dean, vice chancellor or vice provost, the extent to which the
unit’s operations satisfy the campus security plan. Theses individual reports culminate in an annual report
describing the state of UC Davis’ computer and network security.

The UC Davis Cyber Security Survey is part of this process. After a hiatus, the survey is back - revised and
improved with a change in approach. The 2015 survey:
e Introduces ISO security standards as the framework for assessing security compliance. This aligns
with UC Office of the President efforts to rewrite University of California Information Security Policy IS
3 so that it mirrors ISO 27001 and 27002 Security criteria.
e Moves away from simple yes/no answers, to more nuanced questions that will provide higher quality
data and a more accurate overall picture.

The safety and security of our technical infrastructure is a shared responsibility, so the campus deeply
appreciates your candid participation in this survey. As technical professionals, you know how important
best practices are to security administration. This survey, and the results it obtains, reinforce those
standards.

Of course, the effort to achieve best practices exists in various stages of maturity throughout campus.
Therefore, we (the Information Security group) are looking for the best possible answers, not for perfect or
exact answers. For this survey, no answer is inherently wrong as long as it states what you believe to be
correct. If there is no hard data for a particular question, then please answer with your best guess.

We are seeking insight into how the campus operates, and giving us your best possible answers will help us
1) identify trends across campus, and 2) find the areas with the most risk, so that we can offer our services
to help reduce that risk.

Your responses will help us understand our collective progress and shed light on our shared challenges.
Thank you in advance for thoughtfully participating in this critical survey.

Q2.

Pre-Survey Questions

These pre-survey questions will help us understand and respond to survey findings. We appreciate
your willingness to provide us with the following information.

Q3.
Name of person completing report:

Q4.
Name of supervisor or direct manager:






Q5.
Email Address

Q6.
Phone Number

Q7. Name of College, Professional School, Administrative Unit:

1k

Q8. Name of Unit/Department (include sub-units if appropriate)

QO.
Population of users supported in survey response (check all that apply)

[~ Faculty [~ Students

[~ Staff

Q10.
How many FTE with in the units that this survey covers?

Q711.

Please list the VLAN names represented in your survey response? If this survey includes other sources, i.e.
cloud services, or an individual machine, please choose other and explain. If it is for an individual machine
please include the MAC address.





[~ Cloud services
["Individual machine

[ ACAD-PREP-PROG-1-DMZ
[ ACAD-PREP-PROG-1-FW
[T ACTG&FINAC-1-DMZ

[T ACTG&FINAC-1-FW

[ ACTG&FINAC-2-DMZ

[ ACTG&FINAC-2-FW

[T ACTG&FINAC-3-DMZ

[T ACTG&FINAC-3-FW

[T ACTG&FINAC-5-FW

[ ACTG&FINAC-6-FW

[ ACTG&FINAC-7-FW

ADMIN-&-RESRC-MGMT-1-
I-FW

[~ ADMIS&OUTRCH-2-FW
[~ ADMISSIONS-1-FW

[~ AG-ECONOMICS-1-DMZ
[~ AG-ECONOMICS-1-FW
[TAG-HIST-CNTR-1

[~ AG-SERVICES-1

[~ ALUMNI-AFFRS-1-DMZ
[~ ALUMNI-AFFRS-1-FW
[~ ALUMNI-AFFRS-2

[T ALUMNI-AFFRS-3

[~ ANIMAL-SCI-1-DMZ

[~ ANIMAL-SCI-1-FW

[~ ANIMAL-SCI-2

[~ ANIMAL-SCI-2-DMZ

[~ ANML-RES-SVC-1-FW
[~ ANR-1-DMZ

[T ANR-1-FW

[~ ANTHROPOLOGY-1-FW
[~ ARCH-&ENGR-1-DMZ
[~ ARCH-&ENGR-1-FW

[T ARCH-&-ENGR-2

[~ DC&CLIENT-SVC-95
[~ DC-COLO-1-DMZ
[~DC-COLO-1-FW

[~ DC-NOC-VM-1-DMZ
[~ DC-PRIVATE-DISTR-RCVRY
[~ DC-PRIVATE-PRIMARY
[~ DEAN-AG-1-DMZ

[~ DEAN-AG-1-FW

[~ DEAN-AG-2-DMZ

[~ DEAN-AG-2-FW

[~ DEAN-AG-3-FW

[~ DEAN-AG-4-DMZ

[~ DEAN-AG-4-FW

[~ DEAN-AG-5-DMZ

[~ DEAN-AG-5-FW

[~ DEAN-AG-6-DMZ

[~ DEAN-AG-6-FW

[~ DEAN-AG-7-FW

[~ DEAN-BIO-SCI-1-DMZ
[~ DEAN-BIO-SCI-1-FW
[~ DEAN-BIO-SCI-2

[~ DEAN-ENGIN-1

[~ DEAN-ENGIN-2

[~ DEAN-ENGIN-3

[~ DEAN-ENGIN-4

[~ DEAN-ENGIN-5

[~ DEAN-ENGIN-6

[~ DEAN-L&S-1-FW

[~ DEAN-L&S-2-FW

[~ DEAN-L&S-4-FW

[~ DEAN-L&S-6

[~ DEAN-L&S-7-DMZ
[~ DEAN-L&S-7-FW

[~ DEAN-L&S-DMZ

[ DEAN-MED-ADM-1-FW

[T INST-TRNS-ST-2-FW
[T INTERNAL-AUD-1-DMZ
[T INTERNAL-AUD-1-FW
[T INTGRTD-STDS-1

[T INTRCOL-ATHL-1-FW
[T INTRCOL-ATHL-2

[T INTRCOL-ATHL-3-FW
[T INTRCOL-ATHL-4-DMZ
[T INTRN&CR-CTR-1-2-DMZ
[T INTRN&CR-CTR-1-FW
[T INTRN&CR-CTR-2-FW
[ IPM-PROJECT-1-DMZ

[ IPM-PROJECT-1-FW
[TIPV6-TEST-V4

[ IT-COMMUNRES-1-DMZ
[ IT-COMMUNRES-1-FW
[~ IT-COMMUNRES-11

[ IT-COMMUNRES-12-FW
[ IT-COMMUNRES-13-FW
[ IT-COMMUNRES-14-HPR
[T IT-COMMUNRES-15-HPR
[T IT-COMMUNRES-16-HPR
[ IT-COMMUNRES-17

[ IT-COMMUNRES-18

[T IT-COMMUNRES-19

[T IT-COMMUNRES-2-FW

[ IT-COMMUNRES-20

[ IT-COMMUNRES-4-FW
[~ IT-COMMUNRES-8-FW
[TIT-CRETV-2-3-DMZ
[TIT-CRETV-2-FW
[IT-CRETV-3-FW

[T IT-CRETV-COM-1-DMZ
[TIT-CRETV-COM-1-FW

[T IT-DSCMP-A&S-1-FW

[~ PLANT-SCIENCES-9-DMZ
[~ PLANT-SCIENCES-9-FW
[~ POLICE-1

[~ POLICE-3-FW

[~ POLICE-4-FW

[~ POLICE-911-DMZ

[~ POLIT-SCI-1-DMZ

[~ POLIT-SCI-1-FW

[~ PRIM-RES-CTR-1-3-DMZ
[~ PRIM-RES-CTR-1-FW
[~ PRIM-RES-CTR-2-FW
[~ PRIM-RES-CTR-3-FW
[~ PRIM-RES-CTR-4-FW
[ PRIM-RES-CTR-5-FW
[~ PRIMERO-1

[T PRIVATE-10

[~ PRIVATE-169.254

[T PRIVATE-172.16

[T PRIVATE-192.168

[~ PROCERA-MGMT-1

[~ PROTEIN-STRU-1

[~ PSYCHOLOGY-1-FW
[~ PSYCHOLOGY-2-FW
[~ PSYCHOLOGY-3-FW
[~ PUB-COMMUNIC-1-FW
[~ RADIO-INTEROP-1-FW
[T REC-HALL-1

[T REC-HALL-2-DMZ

[T REC-HALL-2-FW

[T REC-HALL-3
[TREC-HALL-4

[~ REGAN-1

[T REGISTRAR-1-FW

[T REGISTRAR-1-VPN

[T REGISTRAR-2-FW





[~ ARM-ALARMS-1-FW

[T ART-1-3-DMZ
[TART-1-FW

[TART-2-FW

[T ART-3-FW
[~ASUCD-1-DMZ
[TASUCD-1-FW

[~ AVC-ENRLMT-SVCS-1-DMZ
[~ AVC-ENRLMT-SVCS-1-FW
[~ BFTV-1-DMZ
[TBFTV-1-FW

[~ BGI-UCDHS-1

[ BIO-SCI-1-DMZ

[~ BOOKSTORE-1-DMZ
[~ BOOKSTORE-1-FW

[~ BOOKSTORE-2

[~ BOOKSTORE-2-DMZ
[T CABA-1

[T CAES-1-FW

[~ CAFF-1

[T CALREN200B

[~ CALSPACE-CNTR-1

[~ CALSPACE-CNTR-2

[~ CAMPUS-EV&IN-1-DMZ
[~ CAMPUS-EV&IN-1-FW
[~ CAMPUS-EV&IN-2-DMZ
[~ CAMPUS-EV&IN-2-FW
[~ CASHIER-1-DMZ

[~ CASHIER-1-FW

[T CBST-1-FW

[TCBST-2

[TCBST-3

[~ CENIC-GATEKEEPER-1
[~ CENTRIFUGE-1-HPR
[~ CEPRAP-1-FW

[ CFO-SERVER-1-FW

[~ DEAN-MED-ADM-10-FW
[~ DEAN-MED-ADM-12-FW
[~ DEAN-MED-ADM-13-FW
[~ DEAN-MED-ADM-14-FW
[~ DEAN-MED-ADM-15-FW
[~ DEAN-MED-ADM-2-FW
[~ DEAN-MED-ADM-3-FW
[~ DEAN-MED-ADM-4-FW
[~ DEAN-MED-ADM-5-DMZ
[~ DEAN-MED-ADM-5-FW
[~ DEAN-MED-ADM-6-FW
[~ DEAN-MED-ADM-7-FW
[~ DEAN-MED-ADM-8-FW
[~ DEAN-MED-ADM-9-FW
[~ DEAN-VETMED-1-DMZ
[~ DEAN-VETMED-1-FW
[~ DEAN-VETMED-2-DMZ
[~ DEAN-VETMED-2-FW
[~ DEAN-VETMED-3-FW
[~ DEAN-VETMED-5-DMZ
[~ DESIGN-1-FW

[~ DESIGN-2-FW

[~ DESIGN-4-VPN

[~ DESIGN-LDA-DMZ

[~ DNS-1

[TDNS-2

[~ DOE-1-DMZ

[~ DOE-1-FW

[~ DRAMATIC-ART-1-2-DMZ
[~ DRAMATIC-ART-1-FW
[~ DRAMATIC-ART-2-FW
[~ ECONOMICS-1-DMZ

[~ ECONOMICS-1-FW

[~ ECONOMICS-2-FW

[~ EDUCATION-1-DMZ

[T EDUCATION-1-FW

[T IT-DSCMP-A&S-2-FW
[~IT-INFO-RES-1
[~IT-INFO-RES-10
[~IT-INFO-RES-11
[TIT-INFO-RES-12
[TIT-INFO-RES-14
[~IT-INFO-RES-15
[IT-INFO-RES-16
[IT-INFO-RES-17-FW
[TIT-INFO-RES-18
[~IT-INFO-RES-19-20-DMZ
[~IT-INFO-RES-19-FW
[~IT-INFO-RES-20-FW
[~IT-INFO-RES-21-VPN
[~IT-INFO-RES-25
[~IT-INFO-RES-26-FW
[ IT-INFO-RES-9

[ JMIE-1

[JMIE-5

[KK-1

[TKK-2

[~ KM-1-DMZ
[TKM-1-FW

[T LA-RUE-1
[TLA-RUE-2
[TLA-RUE-3
[TLA-RUE-4

[T LANG-LIT-1-DMZ
[TLANG-LIT-1-FW
[TLANG-LIT-2-FW

[~ LANGUAGE-LAB-1-DMZ
[T LANGUAGE-LAB-1-FW
[T LARRY-1-DMZ
[TLARRY-1-FW
[TLARRY-1-VPN

[T LAW-1-FW

[~ RES-MGMT&PLNG-1
[TRSVD

[~ SAFETY-SVCS-1-DMZ
[~ SAFETY-SVCS-1-FW
[~ SEG-ALDER-1

[~ SEG-MILLER-1

[~ SEG-THOMPSON-1

[~ SEGUNDO-1

[T SEGUNDO-2

[~ SHRD-SVC-CTR-1-FW
[siP-1

[sIP-2

[~SIP-DMZ

[~ SM-RUM-CRSP-1
[~SOC-SCI-ADM-1-FW
[~SOC-SCI-DSS-1-DMZ
[~SOC-SCIDSS-1-FW
[~SOC-SCI-DSS-2-FW
[~SOC-SCI-DSS-3-FW
[~SOC-SCIDSS-4-FW

[~ SOCIOLOGY-1-FW

[~ SOLANO-1

[T SOLANO-2

[~ SSL-VPN-1-DMZ

[ SSL-VPN-1-FW

[~ STAF-DEV&PRF-2-DMZ
[ STAF-DEV&PRF-2-FW
[ STATISTICS-1-DMZ

[ STATISTICS-1-FW

[~ STDT-JUD-AFF-1-FW
[~ STU-DIS-CTR-1-FW

[~ STU-HLTH-SVCS-1-2-DMZ
[~ STU-HLTH-SVCS-1-FW
[~ STU-HLTH-SVCS-2-FW
[~ STU-HLTH-SVCS-8-FW

[~ STUD-AFF-RES-1-DMZ





[~ CHANCELLOR-1-DMZ
[~ CHANCELLOR-1-FW
[~ CHANCELLOR-10

[~ CHANCELLOR-11-12-DMZ
[~ CHANCELLOR-11-FW
[~ CHANCELLOR-12-FW
[~ CHANCELLOR-2

[~ CHANCELLOR-3

[T CHANCELLOR-4

[~ CHANCELLOR-5-DMZ
[~ CHANCELLOR-5-FW
[~ CHANCELLOR-6-FW
[~ CHANCELLOR-DMZ
[~ CHEMISTRY-1-DMZ
[~ CHEMISTRY-1-FW

[~ CHEMISTRY-3-FW

[T CLEARPASS-1

[~ CO-OP-EXT-1-DMZ
[~ CO-OP-EXT-1-FW

[~ CO-OPS-1

[~ COE-HPC-CLUSTER
[~ COE-ITSS-1-DMZ

[~ COE-ITSS-1-FW

[~ COE-ITSS-11-FW

[T COE-ITSS-14

[~ COE-ITSS-2-DMZ

[~ COE-ITSS-2-FW

[~ COE-ITSS-3-DMZ

[ COE-ITSS-3-FW

[~ COE-ITSS-4-FW

[~ COE-ITSS-5-FW

[ COE-ITSS-6-FW

[ COE-ITSS-7-FW

[ COE-ITSS-8-FW

[ COE-ITSS-9-FW

[ COE-ITSS-DMZ

[~ EDUCATION-2-FW

[~ EMERSON-1

[~ EMERSON-2

[~ EMERSON-3
[~EMO-1-DMZ
[~EMO-1-FW

[~ EMPHLTHOAK-1

[~ ENG-AP-SCI-1
[TENG-AP-SCI-2-HPR
[TENG-AP-SCI-3
[TENG-AP-SCI-4

[~ ENG-BIO&AG-1

[~ ENG-BIOMED-2

[~ ENG-BIOMED-3
[TENG-CHEM&MAT-1

[~ ENG-CHEM&MAT-2-FW
[~ ENG-CHEM&MAT-3-DMZ
[~ ENG-CHEM&MAT-3-FW
[TENG-CIVL&ENV-1
[TENG-CIVL&ENV-2

[T ENG-CIVL&ENV-3
[TENG-CIVL&ENV-4

[TENG-CIVL&ENV-5

[~ ENG-CIVL&ENV-6-DMZ
[~ ENG-CIVL&ENV-6-FW
[TENG-CIVL&ENV-8
[~ENG-CMPR-SCI-1

[T ENG-CMPR-SCI-2
[~ENG-CMPR-SCI-3
[TENG-CMPR-SCI-4

[~ ENG-CMPR-SCI-5

[~ ENG-CMPR-SCI-6
[~ENG-CMPR-SCI-7
[TENG-CMPR-SCI-8
[~ENG-CMPR-SCI-9

[T ENG-ELEC&CMP-1

[ LAW-2-FW

[T LAW-3-DMZ
[TLAW-3-FW

[ LAW-4-FW

[T LAWR-1-DMZ
[TLAWR-1-FW
[TLAWR-2
[TLAWR-3

[T LAWR-5-FW
[TLDA-3-FW
[TLEACH-1

[T LIBRARY-1-FW
[TLIBRARY-10
[TLIBRARY-10-FW
[TLIBRARY-13-FW
[T LIBRARY-2-FW
[T LIBRARY-3-FW
[T LIBRARY-4-FW
[T LIBRARY-5-FW
[ LIBRARY-6-FW

[TLIBRARY-7-FW
[TLIBRARY-8

[ LIBRARY-9-FW

[T LIBRARY-DMZ

[T LRN-SKLS-CTR-1-FW
[~ M-ANESTHESIO-1-DMZ
[~ M-ANESTHESIO-1-FW
[~ M-COM-HEALTH-1-2-DMZ
[~ M-COM-HEALTH-1-FW
[~ M-COM-HEALTH-2-FW
[~ M-CURIC-SUPT-1-DMZ
[~ M-CURIC-SUPT-1-FW
[~ M-GEN-I&R-1

[T M-NEUROLOGY-1-FW
[~ M-NEUROSURG-1

[T M-NEUROSURG-2

[ STUD-AFF-RES-1-FW
[~ STUDENT-ACTV-1-DMZ
[~ STUDENT-ACTV-1-FW
[T STUDENT-ACTV-2

[~ STUDENT-AFFRS-1-FW
[~ STUDENT-AFFRS-3-FW
[~ STUDENT-AFFRS-4-DMZ
[~ STUDENT-AFFRS-4-FW
[~ STUDENT-AFFRS-5-FW
[~ STUDENT-AFFRS-6-FW
[~ STUDENT-REC-1

[~ SWITCHROOM-1

[~ TEACH-RES-CT-1-FW
[~ TEC-COMM-1

[~ TERC-1-DMZ

[T TERC-1-FW

[~ TERCERO-1

[~ TEXT-&-CLOTH-1-DMZ
[~ TEXT-&CLOTH-1-FW
[~ THOREAU-1

[~ TOXIC-SUBSTANCES-1

I—TOXIC-SU BSTANCES-1-
DMz

[T TRS-1

[ U-EXTENSION-1-DMZ
[ U-EXTENSION-1-FW
[ U-EXTENSION-2-DMZ
[~ U-EXTENSION-2-FW
[~ U-EXTENSION-3-DMZ
[ U-EXTENSION-3-FW
[ U-EXTENSION-4-DMZ
[~ U-EXTENSION-4-FW
[ U-EXTENSION-5-DMZ
[ U-EXTENSION-5-FW
[ U-RELATIONS-1-4-DMZ
[T U-RELATIONS-1-FW

[T U-RELATIONS-4-FW





[~ COUNSELING-1-FW

[~ CROC-NUC-LAB-1

[T CROC-NUC-LAB-2

[~ CROC-NUC-LAB-DMZ
[ CRU-PCI-1

[~ CSE-WSHED-1-DMZ

[~ CTR-AG-ISSUE-1-FW
[~ CTR-CMP-MED-1-FW
[~ CTR-CMP-MED-2-FW
[~ CTR-CMP-MED-3-FW
[~ CTR-CMP-MED-4-DMZ
[~ CTR-CMP-MED-4-FW
[~ CTR-CMP-MED-5-FW
[~ CTR-CMP-MED-6-DMZ
[~ CTR-CMP-MED-DMZ
[~ CTR-COMP-SCI/EN-1
[~ CTR-CPANHLTH-1-FW
[~ CTR-CPANHLTH-2-FW
[~ CTR-EQUIN-HL-1-FW
[~ CTR-EQUIN-HL-2-FW
[~ CTR-HLTH&ENV-1-DMZ
[T CTR-HLTH&ENV-1-FW
[~ CTR-MIND-BRAIN-1-FW
[~ CTR-MIND-BRAIN-3-FW
[~ CTR-MIND-BRAIN-5-FW
[ CTR-NEUROSCI-1-FW
[~ CTR-NEUROSCI-3-FW
[~ CTR-NEUROSCI-5-FW
[~ CTR-NEUROSCI-DMZ
[~ CULTURE-STDS-1-DMZ
[~ CULTURE-STDS-1-FW
[T DANR-1-FW

[T DANR-2-FW

[T DANR-3-FW

[T DANR-4-FW

[T DANR-5-FW

[~ ENG-ELEC&CMP-2
[~ENG-ELEC&CMP-3

[~ ENG-ELEC&CMP-4

[~ ENG-MCH&AERO-1

[~ ENG-MCH&AERO-1-DMZ
[~ENG-MCH&AERO-2

[~ ENG-MCH&AERO-3

[~ ENG-MCH&AERO-4

[~ ENGLISH-1-DMZ
[TENGLISH-1-FW

[~ ENTOMOLOGY-1-DMZ
[T ENTOMOLOGY-1-FW
[~ENTOMOLOGY-2

[~ ENTOMOLOGY-3-DMZ
[~ENTOMOLOGY-3-FW
[~ ENV-HLTH&SAF-1-DMZ
[~ ENV-HLTH&SAF-1-FW
[~ ENV-HLTH&SAF-2

[~ ENV-HLTH&SAF-3

[~ ENV-STUDIES-1-DMZ
[~ ENV-STUDIES-1-FW

[~ ENV-STUDIES-2

[~ ENV-STUDIES-2-DMZ
[~ ENV-STUDIES-3-DMZ
[~ ENV-STUDIES-3-FW
[~ENV-STUDIES-4

[~ ENV-TOX-1-DMZ
[TENV-TOX-1-FW

[~ ENV-TOX-2

[~EOC-1

[TEOC-2

[TEVENTS-2
[TEVENTS-3-FW

[~ EVOL&ECOLOGY-1-2-DMZ
[~ EVOL&ECOLOGY-1-FW

[T EVOL&ECOLOGY-2-FW

[~ M-OPTHAMOL-1

[~ M-OTOLYMGOL-1

[~ M-OTOLYMGOL-2

[~ M-PEDIATRICS-1

[~ M-PHYS-MED-1-DMZ
[~ M-PHYS-MED-1-FW

[~ M-PSYCHIATRY-1

[T M-PSYCHIATRY-2

[T MATHEMATICS-1-DMZ
[T MATHEMATICS-1-FW
[~ MCAST-HD-1

[T MCCLELLAN-NRC-1-DMZ
[T MCCLELLAN-NRC-1-FW
[~ MEYER-COMM-1

[~ MGMT-SCH-OF-1-DMZ
[~ MGMT-SCH-OF-1-FW
[~ MGMT-SCH-OF-2-FW
[~ MGMT-SCH-OF-3-SSL
[~ MICROBIOLOGY-1-DMZ
[~ MICROBIOLOGY-1-FW
[~ MOL&CELL-BIO-1-DMZ
[T MOL&CELL-BIO-1-FW
[~ MOL&CELL-BIO-2-DMZ
[~ MOL&CELL-BIO-2-FW
[~ MONDAVI-1-2-DMZ

[~ MONDAVI-1-FW

[~ MONDAVI-2-FW

[T MONDAVI-3

[~ MONDAVI-4

[~ MONDAVI-5

[~ MONDAVI-6-DMZ

[~ MU-GENERAL-1

[~ MU-GENERAL-2

[T MU-GENERAL-3
[~MUSIC-1-FW

[T NEAT-ORU-1-DMZ

[T UC-LANG-CONS-1-FW
[TUCD-MNRC-1
[Tucbmc

[T USDA-2-4-DMZ
[TUSDA-2-FW

[T USDA-3-DMZ

[T USDA-3-FW

[T USDA-4-FW

[TUSDA-5

[ VC-ADMIN-1-2-3-DMZ
[~ VC-ADMIN-2-FW

[~ VC-ADMIN-3-FW

[~ VC-RESEARCH-1-DMZ
[~ VC-RESEARCH-1-FW
[~ VC-RESEARCH-2

[~ VC-RESEARCH-3-DMZ
[~ VC-RESEARCH-3-FW
[~ VC-RESEARCH-5

[~ VC-RESEARCH-6

[~ VC-RESEARCH-7-DMZ
[~ VC-RESEARCH-7-FW
[ VC-STU-AFFRS-1-3-DMZ
[ VC-STU-AFFRS-2

[ VC-STU-AFFRS-3-FW
[ VET-DIAG-LAB-1

[T VETGENETICS-1

[~ VETGENETICS-3-DMZ
[~ VETGENETICS-3-FW
[T VETGENETICS-4

[~ VETMED-1

[T VETMED-2

[~ VH-ADMIN-1-DMZ

[~ VH-ADMIN-1-FW

[~ VH-ADMIN-2-DMZ

[~ VH-ADMIN-2-FW

[ VH-ADMIN-4





[~ DANR-6-FW

[T DANR-7-FW

[~ DANR-COMMUNI-1-FW
[~ DANR-COMMUNI-2-FW
[~ DANR-DMZ

[T DATA-CENTER

[~ DATA-CENTER-2-DMZ

[~ DATA-CENTER-DMZ

[~ DATACENTER-TEMP

[~ DC&CLIENT-SVC-1-2-DMZ
[~ DC&CLIENT-SVC-1-FW
[~ DC&CLIENT-SVC-12-DMZ
[~ DC&CLIENT-SVC-12-FW

[ DC&CLIENT-SVC-13

[T DC&CLIENT-SVC-14-FW

[ DC&CLIENT-SVC-15-FW

[T FAC-ADV-INST-1-DMZ
[ FAC-ADV-INST-1-FW

[ FD-SCI&TECH-1-DMZ
[~ FD-SCI&TECH-1-FW

[~ FIN-AID&EMPL-1-DMZ
[~ FIN-AID&EMPL-1-FW

[ FIN-AID&EMPL-1-VPN
[~ FIN-AID&EMPL-2

[ FIRE-DEPT-1-FW

[ FIRE-DEPT-2-FW

[ FOOD-SERVICE-1-DMZ
[ FOOD-SERVICE-1-FW
[ FOOD-SERVICE-2-DMZ

[~ FOOD-SERVICE-2-FW

[ FOOD-SERVICE-3-FW

[~ FPMS-1-DMZ

[ DC&CLIENT-SVC-16-17-DMZ [ FPMS-1-FW

[ DC&CLIENT-SVC-16-FW
[ DC&CLIENT-SVC-17-FW
[ DC&CLIENT-SVC-2-FW

[ DC&CLIENT-SVC-21-FW
[ DC&CLIENT-SVC-22-FW
[ DC&CLIENT-SVC-23-FW
[ DC&CLIENT-SVC-24-FW
[ DC&CLIENT-SVC-25-FW
[ DC&CLIENT-SVC-26-FW
[ DC&CLIENT-SVC-27-FW
[ DC&CLIENT-SVC-28-FW
[ DC&CLIENT-SVC-29-FW
[ DC&CLIENT-SVC-30-FW
[ DC&CLIENT-SVC-31-FW
[ DC&CLIENT-SVC-32-FW
[ DC&CLIENT-SVC-33-FW
[ DC&CLIENT-SVC-34-FW

[T DC&CLIENT-SVC-35-FW

[~ FREERADIUS-1

[~ GEN-ACAD-1

[~ GEN-ACAD-1-DMZ

[~ GEN-ACAD-2-FW

[~ GEN-ACAD-3

[~ GENOME-CTR-1-4-DMZ
[~ GENOME-CTR-1-FW

[~ GENOME-CTR-4-FW

[~ GENOME-CTR-5-HPR
[~ GENOME-CTR-6-HPR
[~ GEOLOGY-1-DMZ

[~ GEOLOGY-1-FW

[~ GEOLOGY-2-FW

[~ GRAD-STUDIES-1-2-DMZ
[~ GRAD-STUDIES-1-FW
[~ GRAD-STUDIES-2-FW
[HISTORY-2-FW

[THOUSING-1-DMZ

[T NEAT-ORU-1-FW

[T NEMATOLOGY-1-FW
[TNET-MRI-1

[T NEUROPHY-BEH-1-DMZ
[T NEUROPHY-BEH-1-FW
[T NEUROPHY-BEH-3
[TNMR-1-DMZ

[T NMR-FACILITY-1-FW
[TNOC-1-FW

[TNOC-2

[TNOC-3-NR
[TNOC-4-NR

[TNOC-SSL

[T NOC-TECHNICIANS-1-FW

[T NOT-IN-PINNACLE6
[T NUTRITION-1-DMZ

[T NUTRITION-1-FW

[TNUTRITION-1-VPN

[~ O&M-CHCP-1-DMZ
[~ O&M-CHCP-1-FW

[~ O&M:UTILITIES-1

[~ O&M:UTILITIES-2

[~ O&M:UTILITIES-DMZ
[~ OCM-1-FW

[ OFF-CAMPUS

[T ORCHARD-1

[T ORCHARD-2

[~ PARKING-SVCS-1-DMZ
[~ PARKING-SVCS-1-FW
[~ PARKING-SVCS-2-FW
[~ PERF-SONAR-1

[~ PERF-SONAR-2

[~ PERF-SONAR-3

[~ PERF-SONAR-4

[T PHYS-PLANT-1-FW

[T VIT&ENOL-1-DMZ

[T VIT&ENOL-1-FW

[ VM-ACADPROGS-1-FW
[T VM-ANATOMY-1-FW
[T VM-CENT-SERV-1-FW
[T VM-CENT-SERV-2-FW
[T VM-GEN-I&R-1-FW

[ VM-GEN-I&R-5-FW

[T VM-GEN-I&R-6-FW

[~ VM-MED&EPIDM-2-DMZ
[~ VM-MED&EPIDM-2-FW
[T VM-PATHOLOGY-1-FW
[T VM-RESEARCH-1-FW

[T VM-RESEARCH-2-FW

I—VM-VECTOR-D IS-RSCH-1-
DMZ

VM-VECTOR-DIS-RSCH-1-
|_FW

I—VM—VECTOR—D IS-RSCH-2-
NAT

[T VMTRC-TULARE-1
[~ VOICE-CORE-1

[ VOICE-EDGE-1

[ VOIP-MGC-1
["VOIP-MGC-2

[~ VvoIP-MGC-3

[~ VPNLITE-1

[~ W-&-F-BIO-1-DMZ

[ W-&-F-BIO-1-FW

[~ WASTEWATER-1-FW
[~ WCEC-1

[~ WEBSTER-1

[T WIFSS-1-DMZ

[T WIFSS-1-FW

[~ WLS-CAMPUS-2

[~ WLS-EDUROAM-1
[~ WLS-MOOBILENET-1

[T WLS-MOOBILENET-10





[ DC&CLIENT-SVC-36-DMZ
[ DC&CLIENT-SVC-36-FW
[ DC&CLIENT-SVC-39-DMZ
[ DC&CLIENT-SVC-39-FW
[ DC&CLIENT-SVC-4-FW

[ DC&CLIENT-SVC-40-FW
[ DC&CLIENT-SVC-45

[ DC&CLIENT-SVC-46

[ DC&CLIENT-SVC-47

[ DC&CLIENT-SVC-48-FW
[ DC&CLIENT-SVC-49-FW
[ DC&CLIENT-SVC-5-FW

[ DC&CLIENT-SVC-50-FW
[ DC&CLIENT-SVC-51-DMZ
[ DC&CLIENT-SVC-51-FW
[ DC&CLIENT-SVC-52-VPN
[ DC&CLIENT-SVC-53-VPN
[ DC&CLIENT-SVC-54-FW
[ DC&CLIENT-SVC-55-FW
[ DC&CLIENT-SVC-60

[ DC&CLIENT-SVC-65-FW
[ DC&CLIENT-SVC-67

[ DC&CLIENT-SVC-68

[ DC&CLIENT-SVC-70-FW
[ DC&CLIENT-SVC-71-FW
[ DC&CLIENT-SVC-72-DMZ
[ DC&CLIENT-SVC-73-FW
[ DC&CLIENT-SVC-74-FW
[ DC&CLIENT-SVC-75-FW
[ DC&CLIENT-SVC-76-FW
[ DC&CLIENT-SVC-77-FW
[ DC&CLIENT-SVC-78-FW
[ DC&CLIENT-SVC-8-FW

[ DC&CLIENT-SVC-85

[ DC&CLIENT-SVC-86

[ DC&CLIENT-SVC-87

[THOUSING-1-FW
[THOUSING-2-DMZ
[THOUSING-2-FW
[THOUSING-3-DMZ
[THOUSING-3-FW

[T HR&RISK-MGMT-1-DMZ
[T HR&RISK-MGMT-1-FW
[T HR&RISK-MGMT-3-FW
[T HR&RISK-MGMT-4-FW
[~ HR&RISK-MGMT-5-DMZ
[T HR&RISK-MGMT-5-FW
[T HR&RISK-MGMT-6-FW
[~ HUM-INNOV-LAB-1-DMZ
[~ HUM-INNOV-LAB-1-FW
[~ HUMN&COM-DEV-1-DMZ
[T HUMN&COM-DEV-1-FW
[~ HUMN&COM-DEV-2-DMZ
[~ HUMN&COM-DEV-2-FW
[T HUMN&COM-DEV-4
[THVAC-1-DMZ
[THVAC-1-FW
[THVAC-2-DMZ
[THVAC-2-FW

[THVAC-3

[TIDAV-1

[~ IDAV-2-DMZ
[TIDAV-2-FW
[~IDAV-CSE-1-2-DMZ
[TIDAV-CSE-1-FW

[~ IDAV-CSE-2-FW
[TIDAV-CSE-3-HPR
[TIDS-2
[TIET-EAIS-SANDBOX-1-FW
[~ IN-GOVT-AFF-1-DMZ
[~IN-GOVT-AFF-1-FW

[T IN-GOVT-AFF-2-FW

[~ PHYS-PLANT-2-FW

[ PHYS-PLANT-3-FW

[~ PHYS-PLANT-4-FW

[~ PHYS-PLANT-5-FW

[~ PHYS-PLANT-6-FW

[T PHYS-PLANT-7

[~ PHYS-PLANT-DMZ

[~ PHYSICS-1-DMZ

[~ PHYSICS-1-FW

[ PHYSICS-2-FW
[TPHYSICS-3

[~ PHYSICS-4-FW
[TPHYSICS-5

[T PHYSICS-CCNIE

[~ PLAN&BUDGET-1-FW

[~ PLANT-BIOLOGY-1-DMZ
[~ PLANT-BIOLOGY-1-FW

[~ PLANT-PATH-1-FW

[~ PLANT-PATH-2-FW

[T PLANT-PATH-3

[~ PLANT-PATH-4

[~ PLANT-PATH-DMZ

[ PLANT-SCIENCES-1-DMZ
[~ PLANT-SCIENCES-1-FW
[~ PLANT-SCIENCES-10-DMZ
[~ PLANT-SCIENCES-10-FW
[ PLANT-SCIENCES-13-DMZ
[~ PLANT-SCIENCES-13-FW
[~ PLANT-SCIENCES-14-DMZ
[~ PLANT-SCIENCES-14-FW
[ PLANT-SCIENCES-2-DMZ
[~ PLANT-SCIENCES-2-FW
[~ PLANT-SCIENCES-3-DMZ
[~ PLANT-SCIENCES-3-FW
[~ PLANT-SCIENCES-4-DMZ

[T PLANT-SCIENCES-4-FW

[~ WLS-MOOBILENET-2
[T WLS-MOOBILENET-3
[T WLS-MOOBILENET-4
[~ WLS-MOOBILENET-5
[~ WLS-MOOBILENET-6
[~ WLS-MOOBILENET-7
[T WLS-MOOBILENET-8
[~ WLS-MOOBILENET-9
[ WLS-MOOBILENETX-1
[~ WLS-MOOBILENETX-10
[T WLS-MOOBILENETX-11
[T WLS-MOOBILENETX-2
[ WLS-MOOBILENETX-3
[~ WLS-MOOBILENETX-4
[T WLS-MOOBILENETX-5
[T WLS-MOOBILENETX-6
[ WLS-MOOBILENETX-7
[~ WLS-MOOBILENETX-8
[TWLS-MOOBILENETX-9
[ WLS-RESNET-1

[ WLS-RESNET-10

[T WLS-RESNET-11

[T WLS-RESNET-12

[T WLS-RESNET-13

[ WLS-RESNET-14

[T WLS-RESNET-15

[T WLS-RESNET-19

[T WLS-RESNET-2

[ WLS-RESNET-20

[T WLS-RESNET-21

[T WLS-RESNET-22

[ WLS-RESNET-3

[ WLS-RESNET-4

[T WLS-RESNET-5

[T WLS-RESNET-6

[T WLS-RESNET-7





[ DC&CLIENT-SVC-88
[ DC&CLIENT-SVC-89
[ DC&CLIENT-SVC-90
[ DC&CLIENT-SVC-91
[ DC&CLIENT-SVC-92
[ DC&CLIENT-SVC-93

[ DC&CLIENT-SVC-94

[T IN-GOVT-AFF-3-FW
[T INFOBLOX-1

[T INFOBLOX-2

[T INST-T-DYNAM-1
[T INST-TRNS-ST-1

[T INST-TRNS-ST-2-DMZ

Q172. Number of Systems supported:
Windows Systems-

[ PLANT-SCIENCES-5-DMZ
[T PLANT-SCIENCES-5-FW
[T PLANT-SCIENCES-6-DMZ
[ PLANT-SCIENCES-6-FW
[ PLANT-SCIENCES-8-DMZ

[ PLANT-SCIENCES-8-FW

Q13. Macintosh Systems-

Q174. Unix /Linux Variant Systems-

[T WLS-RESNET-8
[TWLS-RESNET-9

[~ WLS-UNMANAGED-1
[~ WOMENS-CNTR-1-FW
[TXRAY-1

[~ Other VLAN





Q15. We'd like to ask a few awareness questions—it's OK if you don’t know the answers. Your honest
response will help us understand how visible these positions are to the campus.

Q16.
Who is the CISO is of U.C. Davis?

Q17.
Who is the Privacy Officer for U.C. Davis?

Q18.
How would you contact the information security group if you needed to reach them?

Q1719.
Main Survey

Q20.

ISO 5 Information security:
1) In the last year, has your unit engaged in a risk assessment from an external source or on your own?

C Yes
C No

Q21.

2) In the last two years, has your unit developed an information security plan?

C Yes, and itis based on a risk assessment that the unit went through
 Yes, and itis not based on a risk assessment

C No





Q22.
3) Does your unit house a system or provide a service that is critical to the business of other campus departments (i.e.,
Banner, Pre-Purchasing, etc.)?

C Yes
C No

Q23.

3b) If you chose yes for question 3 please give details. Question 3 was, "Does your unit house a system or
provide a service that is critical to the business of other campus departments (i.e.,
Banner, Pre-Purchasing, etc.)?"

This question was not displayed to the respondent.

Q24.

ISO 6 Organization of information security
4) Does an individual in your unit have information security responsibility included in his/her job description?

C Yes
C No

Q25.

5) What percentage of the technical staff have information security responsibility included in their job descriptions?

C 0%

C 51-79%
C 80-89%
€ 90-95%
C 96-100%
C 1-50%

Q26.

6) Of the faculty and staff that you support, how many have telecommuted on at least one occasion?

co

C 1-10
C 1120
C >20





Q28.

7) If you answered one or more, what percentage used non-university-owned devices? (I.e., a personal or home
computer not managed and maintained by the university.)

€ Unknown
C 0%

C 51-79%
C 80-89%
C 90-95%
C 96-100%
C 1-50%

Q29.

8) Does your unit have an official telecommuting policy?

C Yes
C No

Q30.
9) Does your department allow personally owned computing devices to connect to internal networks (i.e., using personal
phone or laptop to connect to a departmental file server)?

C Yes
C No

Q31.
10) Does your department have a way to keep track of non-authorized, or non-UC Davis owned devices that connect to
your departmental network (i.e. through VPN access logs)?

C Yes
C No

Q32.
11) If you answered yes to question 10, then within the last year, of the devices that connected to your internal network,
what percentage are unmanaged devices (i.e., personal laptops, tablets, etc.)?

C Unknown
C 0%

C 51-79%
C 80-89%





€ 90-95%
€ 96-100%
C 1-50%

Q33.

ISO 7 Human resource security
12) What is the average time it takes to onboard a new employee into your unit, (i.e., granting them access to campus
and departmental systems, and equipping them to work)?

C Done before they start work
C 1-2 Days
C 3-4 Days
C 5-7 Days

C 8 ormore Days

Q34.

13) What percentage of IT employees have background checks before or upon starting work?

€ Unknown
C 0%

C 51-79%
C 80-89%
C 90-95%
C 96-100%
C 1-50%

Q35.

14) What percentage of non-IT employees have background checks before or upon starting work?

€ Unknown
C 0-50%

C 51-79%
C 80-89%
C 90-95%
€ 96-100%

Q36.
15) Are security guidelines/responsibilities documented and discussed with all employees (i.e., in department policy or
procedural manual, in their job description, etc.)?





C Yes
C No

Q37.

16) What percentage of employees participate in cyber security training, including awareness training?

€ Unknown
C 0%

C 51-79%
C 80-89%
C 90-95%
C 96-100%
C 1-50%

Q38.
17) On average, how often do non-IT employees within your department/unit receive technical training to improve their
skills, or awareness training to increase their knowledge?

C Never or rarely
C Atleastonce in the last three years
C 1-2times a year(]

C More than 2 times a year

Q39.

18) On average, how often does the technical staff (i.e. developers, sysadmins, etc.) in your department receive technical
training concerning best practices in their area of expertise? (I.e., developers/OWSP or sysadmins/system hardening)

C Never or rarely
(C Atleastonce in the last three years
C 1-2times a yearl’

C More than 2 times a year

Q40. 19) When an employee leaves your department, how long (on average) does it take to revoke his/her access rights
to systems that have sensitive data?

C Day
C Weekl!
' Month[

C YearO





C Do not know

Q41.

ISO 8 Asset management:
20) What percentage of university-owned devices with the ability to store information (i.e. computers, printers, phones)
are tracked within an inventory system?

C 0%

C 51-79%
C 80-89%
€ 90-95%
C 96-100%
C 1-50%

Q42.
21) Does your department/unit have a formal written document that employees are required to sign, advising them of
their responsibilities for equipment assigned to them?

C Yes
C No

Q43.

22) If yes, what percentage of employees have not sign the document?

C 0%

C 1-10%
C 11-25%
C 26-50%
C >50%

Q44.
23) Think of all the computing equipment used by people in your department (i.e. laptop, desktop, hard drive, tape drive,
etc.). If the equipment were stolen, would you be able to assess whether it contained personal information? Please choose
the percentage that best fits your situation, as in, I could know XX-XX percent of the time whether the stolen item
contained personal information.

C 0%

C 51-79%
€ 80-89%
€ 90-95%
' 96-100%





C 1-50%

Q45.

24) For Question 23, with what degree of accuracy could you make that assessment about a stolen piece of equipment?

C Very low or none
C Lowl!

€ Medium(]

€ High

C Very high

Q46.

25) What percentage of university-owned devices in your area store student data information?

None of the devices in this unit contains this data
Unknown

1-50%

c
C

C

C 51-79%
C 80-89%
C 90-95%
€ 96-100%

Q47.

26) What percentage of devices store information that might be considered to be health Information or data?

' None of the devices in this unit contains this data
C Unknown

C 1-50%

C 51-79%

C 80-89%

C 90-95%

C 96-100%

Q48.

27) What percentage of systems contain credit card information (not counting the information an individual keeps for
her/his own credit card)?

 None of the devices in this unit contains this data

 Unknown





C 1-50%

C 51-79%
C 80-89%
€ 90-95%
€ 96-100%

Q49.

28) What percentage of systems store PII , excluding personal tax and PII that a normal user keeps on his/her machine?

' None of the devices in this unit contains this data
C Unknown

C 1-50%

C 51-79%

C 80-89%

€ 90-95%

C 96-100%

Q50.

29) Within the last year, what percentage of devices (laptops, desktops, servers, etc.) have been scanned for sensitive
data (e.g. Social Security numbers, FERPA, HIPPA, PCI data)?

' None of the devices in this unit contains this data
' Unknown

C 1-50%

C 51-79%

C 80-89%

C 90-95%

C 96-100%

Q51.

30) Within the last year, what percentage of your department’s critical systems have been scanned for sensitive data
(e.g., Social Security numbers, FERPA, HIPPA, PCI data)?

C 0%

C 51-79%

C 80-89%

C 90-95%

C 96-100%

C There are no critical systems

C 1-50%





Q52.

31) What primary tool do you use for scanning for sensitive data?

' We do notscan

(" Manual process (i.e., a questionnaire)

C Identity Finder (license provided by campus)
C Identity Finder (other license)

C App/Scripts developed within the department
C Other

Qb54.

32) If you scan, how frequently?

C Daily

C Weekly(]

C Monthly

C Yearlyl

' When necessary

" Never orrarely

Q55.
33) Over the last 24 months, what is the growth of cloud adoption within your department
or unit?

' No growth(!

€ 1-10% growth
€ 11-25% growth
C 26-50% growth
C >50% growth

Q56.

34) Over the next two to five years, what is the projected growth of cloud adoption within your department or unit?





C No growth(’
C 1-10% growth
C 11-25% growth
C 26-50% growth
C >50% growth

Q57.

ISO 9 Access control
35) How often are user permissions reviewed for your critical systems?

C Daily

C Weeklyl

€ Monthly

C Yearlyl

C When necessary

C Never or rarely

Q58.

36) When employees’ roles or positions change, what percentage of the time are their permissions reviewed?

C Never
C 1-50%
C 51-79%
C 80-89%
C 90-95%
C 96-100%

Q59.

37) What percentage of your critical systems that your unit provides require multi-factor authentication?

C None
C 1-50%
C 51-79%
C 80-89%
C 90-95%
C 96-100%

Q60.





38) Does your department/unit use a department-wide password management system (i.e. Lastpass)?

C Yes, for all employees
C Yes, for a subset of employees

C No

Q61.
39) In the last two years, please estimate the percentage of your critical systems for which your department/unit has
audited the user accounts.

C None
C 1-50%
C 51-79%
C 80-89%
C 90-95%
C 96-100%

Q62.

40) If you answered something other than “none” for question 39: When last checked, what percentage of user accounts
were invalid, i.e. they were active with permissions for employees who no longer work at UC Davis, and had no
extenuating circumstances justifying an active account, or system calls with outdated account?

(Question 39 was: "In the last two years, please estimate the percentage of your critical
systems for which your department/unit has audited the user accounts.")

C No user accounts were invalid
C 1-5%

C 6-10%

C 11-20%

C >20%

C Unknown

Q63.

ISO 10 Cryptography

41) What percentage of university-owned mobile devices in your area (i.e. laptops, tablets, phones) use full-disk
encryption?

C None
C 1-50%
C 51-79%
C 80-89%
C 90-95%
C 96-100%





Q64.
42) What percentage of university-owned desktops in your area use full-disk encryption?

C None
C 1-50%
C 51-79%
C 80-89%
C 90-95%
C 96-100%

Q65.

43) What percentage of file shares and other file storage devices/services are encrypted?

C None
C 1-50%
C 51-79%
C 80-89%
C 90-95%
C 96-100%

Q66.

44) Does your department have a documented encryption key management process?

C Yes
C No

Q67.

ISO 11 Physical and environmental security
45) What percentage of machines that are critical to your department’s infrastructure, or that retain sensitive data, are in
restricted locations? (E.g., a locked server room, or locked research lab, with controls to monitor access.)

C None
C 1-50%
C 51-79%
C 80-89%
C 90-95%
€ 96-100%





Q68.

46) Does your department/unit have a documented procedure for disposing of computer storage devices?

C Yes
C No

Q69.

47) What percentage of workstations in your area are secured with cables and locks?

C None
C 1-50%
C 51-79%
C 80-89%
€ 90-95%
C 96-100%

Q70.
48) Do you have a documented locked screen policy? e.g. the computer will auto lock the screen after so many minutes
of not being used.

C Yes
C No

Q71.

49) If yes to 48: What percentage of users generally follow it? Question 48 was, "DO you have a documented
locked screen policy? e.g. the computer will auto lock the screen after so many minutes
of not being used.”

This question was not displayed to the respondent.

Q72.

ISO 12 Operations security
50) In your environment, what percentage of your infrastructure is monitored to provide instant status (i.e., of the health
of your network and the devices on it)?

C Unknown
C 0%

C 51-79%
C 80-89%
€ 90-95%





C 96-100%
C 1-50%

Q73.

51) Are your development, testing, and production environments separated from each other?

C Yes, but only some services has separate environments
C Yes, all unigue environments are separated from each other to write
C No

C Does notapply

Q75.

52) What percentage of the Windows-based operating systems have antivirus software?

C Unknown
C 0%

C 51-79%
C 80-89%
C 90-95%
C 96-100%
C 1-50%

Q76.

53) What percentage of the Mac-based operating systems have antivirus software?

C Unknown
C 0%

C 51-79%
C 80-89%
C 90-95%
C 96-100%
C 1-50%





Q77.

54) For the devices that have antivirus software installed, what percentage is managed through a central or enterprise
console?

 We do not have a central or enterprise console.
C 0%

C 51-79%

C 80-89%

C 90-95%

C 96-100%

C 1-50%

Q78.

55) What percentage of servers is routinely backed up?

C 0%

C 51-79%
C 80-89%
€ 90-95%
' 96-100%
C 1-50%

Q79.

56) On average, how often are backups tested for critical servers (i.e. fileserver)?

C Atleast weekly

C Atleast monthly

C Atleast every other month
C Atleasttwice a year

C Atleastyearly

C Backups are notreally checked

Q80.

57) What percentage of end-user devices are equipped with backup software?

C 0%

C 51-79%
C 80-89%
C 90-95%





' 96-100%
€ 1-50%

Q81.

58) What percentage of backups that are managed by the department IT staff, i.e. not cloud storage and not
personal external hard drives, stored separately from the rest of the network, i.e. tape/HD stored offsite?

C 0%

C 96-100%
C 1-50%
C 51-79%
C 80-89%
C 90-95%

Q82.

59) What percentage of your IT systems are set up to generate logs with relevant data ?

€ Unknown
C 0%

C 51-79%
C 80-89%
C 90-95%
C 96-100%
C 1-50%

Q83.

60) What percentage of critical devices (i.e. servers and/or computers with highly sensitive data) are set up to actively
collect logs that are monitored either manually or through a SIEM or other alerting tool/service?

€ Unknown
C 0%

C 51-79%
C 80-89%
C 90-95%
C 96-100%
C 1-50%

Q84.

61) How often does your department or unit analyze logs to detect anomalies?





( Continuously
C Daily

C Weekly

" Rarely

C Never

Q85.

62) On average, how long are logs retained for systems your department deems critical (i.e. AD Server, File server, etc.)?

C Day

€ Week)
C Month(]
C Yearl(

( Do not know

Q86.

63) Do you send logs to an alerting service?

[Yes, to the UC Davis SIEM tool (managed by IET) I—Although the department has logs, they are not evaluated

regularly
[ Yes, to a monitoring service, i.e. Alert Logic [ Our unit/department does not have logs
Although department has logs, they are evaluated or monitored
[“internally (i.e. alerting scripts, daily review process of critical [~ other

logs, etc.)

Q87.

64) What percentage of users operate with administrative privileges?

' Unknown
C 0%

C 26-50%
C 51-75%
C 76-100%
C 1-25%





Q88.

65) What percentage of university-owned devices are not managed by the IT Department? e.g. A research lab desktop
that the P.I. has administrative privileges, but the IT Department does not.

C Unknown
C 0%

C 26-50%
C 51-75%
C 76-100%
C 1-25%

Q89.

66) What is the primary method that your unit uses to patch end-point devices?

[T On an individual basis (Sneaker Net) [~ Puppetr]

I—Turning on “auto update” on for all software with that

functionality(] [Twsus

[~ Automated custom scripts (i.e. Perl, Python, AppleScript, etc.) [~ Other

[~IBM Bigfix [~sccm

Q91. 67) What is the primary method that your unit uses to patch third-party software on end- point devices?

[T On an individual basis (Sneaker Net) [ Puppetr]

I—Turning on “auto update” on for all software with that

functionality ] [Twsus

[~ Automated custom scripts (i.e. Perl, Python, AppleScript, etc.) [~ Other

[~ IBM Bigfix [~sccm





Q93.

68) What is the primary method that your unit uses to patch servers?

[T On an individual basis (Sneaker Net) [~ Puppet’

I—Turning on “auto update” on for all software with that

functionality ™ [Cwsus

[~ Automated custom scripts (i.e. Perl, Python, AppleScript, etc.) [ Other

[~IBM Bigfix [~sccm

Q95.

69) What percentage of devices are up to date with all required patches?

' Unknown
C 0-50%

C 51-79%
C 80-89%
C 90-95%
C 96-100%

Q96.
ISO 13 Communications security
70) Does your department/unit have a policy on securely sharing files?

C Yes
C No

Q97. 71) What method does your department use to securely share files?

I—File share server, with documented processes in place to share

securely [ Other on-premises tool

[~ Box, with documented processes in place to share securely [~ Other cloud-based tool

I—OneDrive (cloud SharePoint), with documented processes in I—Use one or more tools, but no documented process to share

place to share securely securely

I—Google Drive, with documented processes in place to share
securely





Q98. 71b) If you answered "Other cloud-based tool" for question 71 please give details.
Question 71 was, "What method does your department use to securely share files?"

This question was not displayed to the respondent.

Q99.

72) Does your department have guidelines or documented processes to govern electronic messaging?

C Yes
C No

Q100.

ISO 14 System acquisition, development and maintenance:
73) Of the applications that you support, what percentage process secure information ?

C 0%

C 26-50%
C 51-75%
C 76-100%
C 1-25%

Q101.
74) Does your department/unit have a documented secure application development policy or “good practice” guide?

C Yes
C No

Q102.

75) In the last year, have you experienced disclosure of sensitive data within test environments?

co
C1
C 23
C 45
C >5





Q103.

ISO 15 Supplier relationships:
76) Does your department/unit have a formal departmental practice/procedure in place for managing supplier
relationships?

C Yes
C No

Q104.

ISO 16 Information security incident management:
77) In the last year, did your department/unit experience a major incident (i.e., a significant intrusion)?

C 0times

C 1-2times
C 3-5times
C 6-10 times
C >10times

Q105.

78) Does your department/unit have a formal incident response plan?

C Yes
C No

Q106.

79) In the last year, how many times did your department/unit escalate an information security event to the UC Davis
Information Security team?

C 0times

C 1-2times
C 3-5times
C 6-10 times
C >10times

Q107.

80) In your department/unit, how often are security weaknesses reported from people, that are not IT Staff?

C Never
C 1-2times a year
C 3-5times a year

C 6-10 times a year





C >10 times a year

Q108.

81) In your department/unit, is there a notification procedure for employees on security events or weaknesses?

C Yes
C No

Q109.

82) What percentage of the time are security procedures reviewed after events or weaknesses are reported?

C Unknown
C 0%

C 51-79%
C 80-89%
C 90-95%
C 96-100%
C 1-50%

Q110.

ISO 17 Information security aspects of business continuity management:

83) To your knowledge, has your department/unit participated in the systemwide continuity-planning program, through
the use of the UC Ready tool?

C Yes, but have not updated itin the last year
C Yes, and itwas done or has been updated in the last year

C No

Q111.
84) Has your department/unit developed a continuity plan, not including the UC Ready tool?

C Yes, but have not updated itin the last year
C Yes, and it was done or has been updated in the last year

C No

Q112

ISO 18 Compliance:
85) In your department/unit, which standards or regulatory requirements would cost the department the most if
compliance is not met?





( Student data (FERPA)

( Health or medical data (HIPAA like data)
C Credit card data (PCI-DSS)

C UC Davis cybersafety policy

C Intellectual Property

C Others

Q116.

85b) If you answered "Other" for question 85 please give details. Question 85 was, "In
your department/unit, which standards or regulatory requirements would cost the
department the most if compliance is not met?"

This question was not displayed to the respondent.

Q113.
86) For the above, what is your confidence level that the department/unit complies with applicable standards and
regulatory requirements?

C 0-50%

C 51-79%
C 80-89%
€ 90-95%
€ 96-100%

Q114.
87) In your department/unit, what area is the primary constraint on the ability to implement standards or regulatory
requirements?

C Staffing (resources)
C Processes (training)
 Technologies (tools)
C Documentation

C Other

C Organizational Resistance to Change

Q117.

87b) If you answered "Other" for question 87 please give details. Question 87 was, "In
your department/unit, what area is the primary constraint on the ability to implement
standards or requlatory requirements?"





Q115.
88) When was the last time an audit was performed by someone outside of your department/unit to assess your
compliance?

(C Lessthan a year ago
€ Within 1-2 years

€ Within 2-3 years

€ More than 3 years

C Never

Q118.

89) In your department/unit, which of the following services would do the most to help you increase your compliance
level?

C Risk assessment
C Penetration testing
C Incident response
C Training

C Other

Q120.

90) How many funds has your unit/department/college budgeted only to be used in case of a data breach?

Q130.

Introduction
UC Davis Policy 310-22 requires that devices connected to the UC Davis electronic communication network
must either meet UC Davis security standards or obtain an authorized exception to policy. Further, campus





units must annually report, to their respective dean, vice chancellor or vice provost; the extent to which the
unit’s operations satisfy the campus security plan. Theses individual reports culminate in an annual report
describing the state of UC Davis’ computer and network security.

The UC Davis Cyber Security Survey is part of this process. After a hiatus, the survey is back - revised and
improved with a change in approach. The 2015 survey:
e Introduces ISO security standards as the framework for assessing security compliance. This aligns
with UC Office of the President efforts to rewrite University of California Information Security Policy IS
3 so that it mirrors ISO 27001 and 27002 Security criteria.
e Moves away from simple yes/no answers, to more nuanced questions that will provide higher quality
data and a more accurate overall picture.

The safety and security of our technical infrastructure is a shared responsibility, so the campus deeply
appreciates your candid participation in this survey. As technical professionals, you know how important
best practices are to security administration. This survey, and the results it obtains, reinforce those
standards.

Of course, the effort to achieve best practices exists in various stages of maturity throughout campus.
Therefore, we (the Information Security group) are looking for the best possible answers, not for perfect or
exact answers. For this survey, no answer is inherently wrong as long as it states what you believe to be
correct. If there is no hard data for a particular question, then please answer with your best guess.

We are seeking insight into how the campus operates, and giving us your best possible answers will help us
1) identify trends across campus, and 2) find the areas with the most risk, so that we can offer our services
to help reduce that risk.

Your responses will help us understand our collective progress and shed light on our shared challenges.
Thank you in advance for thoughtfully participating in this critical survey.

Q131.
Name of person completing report:

Q132.
Name of supervisor or direct manager:

Q133.
Email Address

Q134.
Phone Number





Q135. Name of College, Professional School, Administrative Unit:

ik

Q136. Name of Unit/Department (include sub-units if appropriate)

Q123.

Introduction

UC Davis Policy 310-22 requires that devices connected to the UC Davis electronic communication network
must either meet UC Davis security standards or obtain an authorized exception to policy. Further, campus
units must annually report, to their respective dean, vice chancellor or vice provost, the extent to which the
unit’s operations satisfy the campus security plan. Theses individual reports culminate in an annual report
describing the state of UC Davis’ computer and network security.

The UC Davis Cyber Security Survey is part of this process. After a hiatus, the survey is back - revised and
improved with a change in approach. The 2015 survey:
e Introduces ISO security standards as the framework for assessing security compliance. This aligns
with UC Office of the President efforts to rewrite University of California Information Security Policy IS
3 so that it mirrors ISO 27001 and 27002 Security criteria.
e Moves away from simple yes/no answers, to more nuanced questions that will provide higher quality
data and a more accurate overall picture.

The safety and security of our technical infrastructure is a shared responsibility, so the campus deeply
appreciates your candid participation in this survey. As technical professionals, you know how important
best practices are to security administration. This survey, and the results it obtains, reinforce those
standards.

Of course, the effort to achieve best practices exists in various stages of maturity throughout campus.
Therefore, we (the Information Security group) are looking for the best possible answers, not for perfect or
exact answers. For this survey, no answer is inherently wrong as long as it states what you believe to be
correct. If there is no hard data for a particular question, then please answer with your best guess.

We are seeking insight into how the campus operates, and giving us your best possible answers will help us
1) identify trends across campus, and 2) find the areas with the most risk, so that we can offer our services
to help reduce that risk.

Your responses will help us understand our collective progress and shed light on our shared challenges.
Thank you in advance for thoughtfully participating in this critical survey.

Q124.
Name of person completing report:






Q125.
Name of supervisor or direct manager:

Q126.
Email Address

Q127.
Phone Number

Q128. Name of College, Professional School, Administrative Unit:

1k

Q129. Name of Unit/Department (include sub-units if appropriate)

Location Data
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		Q35. 14) What percentage of non-IT employees have background checks before or upon starting work?

		Q36. 15) Are security guidelines/responsibilities documented and discussed with all employees (i.e., in department policy or procedural manual, in their job description, etc.)?

		Q37. 16) What percentage of employees participate in cyber security training, including awareness training?

		Q38. 17) On average, how often do non-IT employees within your department/unit receive technical training to improve their skills, or awareness training to increase their knowledge?

		Q39. 18) On average, how often does the technical staff (i.e. developers, sysadmins, etc.) in your department receive technical training concerning best practices in their area of expertise? (I.e., developers/OWSP or sysadmins/system hardening)

		Q40. 19) When an employee leaves your department, how long (on average) does it take to revoke his/her access rights to systems that have sensitive data?

		Q41. ISO 8 Asset management: 20) What percentage of university-owned devices with the ability to store information (i.e. computers, printers, phones) are tracked within an inventory system?

		Q42. 21) Does your department/unit have a formal written document that employees are required to sign, advising them of their responsibilities for equipment assigned to them?

		Q43. 22) If yes, what percentage of employees have not sign the document?

		Q44. 23) Think of all the computing equipment used by people in your department (i.e. laptop, desktop, hard drive, tape drive, etc.). If the equipment were stolen, would you be able to assess whether it contained personal information? Please choose the percentage that best fits your situation, as in, I could know XX-XX percent of the time whether the stolen item contained personal information.

		Q45. 24) For Question 23, with what degree of accuracy could you make that assessment about a stolen piece of equipment?

		Q46. 25) What percentage of university-owned devices in your area store student data information?

		Q47. 26) What percentage of devices store information that might be considered to be health Information or data?

		Q48. 27) What percentage of systems contain credit card information (not counting the information an individual keeps for her/his own credit card)?

		Q49. 28) What percentage of systems store PII , excluding personal tax and PII that a normal user keeps on his/her machine?

		Q50. 29) Within the last year, what percentage of devices (laptops, desktops, servers, etc.) have been scanned for sensitive data (e.g. Social Security numbers, FERPA, HIPPA, PCI data)?

		Q51. 30) Within the last year, what percentage of your department’s critical systems have been scanned for sensitive data (e.g., Social Security numbers, FERPA, HIPPA, PCI data)?

		Q52. 31) What primary tool do you use for scanning for sensitive data?

		Q53. 31b) If you answered "Other" for question 31 please give details.  Question 31 was, "What primary tool do you use for scanning for sensitive data?"

		Q54. 32) If you scan, how frequently?

		Q55. 33) Over the last 24 months, what is the growth of cloud adoption within your department or unit?

		Q56. 34) Over the next two to five years, what is the projected growth of cloud adoption within your department or unit?

		Q57. ISO 9 Access control 35) How often are user permissions reviewed for your critical systems?

		Q58. 36) When employees’ roles or positions change, what percentage of the time are their permissions reviewed?

		Q59. 37) What percentage of your critical systems that your unit provides require multi-factor authentication?

		Q60. 38) Does your department/unit use a department-wide password management system (i.e. Lastpass)?

		Q61. 39) In the last two years, please estimate the percentage of your critical systems for which your department/unit has audited the user accounts.

		Q62. 40) If you answered something other than “none” for question 39: When last checked, what percentage of user accounts were invalid, i.e. they were active with permissions for employees who no longer work at UC Davis, and had no extenuating circumstances justifying an active account, or system calls with outdated account? (Question 39 was: "In the last two years, please estimate the percentage of your critical systems for which your department/unit has audited the user accounts.")

		Q63. ISO 10 Cryptography 41) What percentage of university-owned mobile devices in your area (i.e. laptops, tablets, phones) use full-disk encryption?

		Q64. 42) What percentage of university-owned desktops in your area use full-disk encryption?

		Q65. 43) What percentage of file shares and other file storage devices/services are encrypted?

		Q66. 44) Does your department have a documented encryption key management process?

		Q67. ISO 11 Physical and environmental security 45) What percentage of machines that are critical to your department’s infrastructure, or that retain sensitive data, are in restricted locations? (E.g., a locked server room, or locked research lab, with controls to monitor access.)

		Q68. 46) Does your department/unit have a documented procedure for disposing of computer storage devices?

		Q69. 47) What percentage of workstations in your area are secured with cables and locks?

		Q70. 48) Do you have a documented locked screen policy? e.g. the computer will auto lock the screen after so many minutes of not being used.

		Q71. 49) If yes to 48: What percentage of users generally follow it? Question 48 was, "Do you have a documented locked screen policy? e.g. the computer will auto lock the screen after so many minutes of not being used."

		Q72. ISO 12 Operations security 50) In your environment, what percentage of your infrastructure is monitored to provide instant status (i.e., of the health of your network and the devices on it)?

		Q73. 51) Are your development, testing, and production environments separated from each other?

		Q74. 51b) If you answered "Does not apply" for question 51 please give details. Question 51 was, "Are your development, testing, and production environments separated from each other? "

		Q75. 52) What percentage of the Windows-based operating systems have antivirus software?

		Q76. 53) What percentage of the Mac-based operating systems have antivirus software?

		Q77. 54) For the devices that have antivirus software installed, what percentage is managed through a central or enterprise console?

		Q78. 55) What percentage of servers is routinely backed up?

		Q79. 56) On average, how often are backups tested for critical servers (i.e. fileserver)?

		Q80. 57) What percentage of end-user devices are equipped with backup software?

		Q81. 58) What percentage of backups that are managed by the department IT staff, i.e. not cloud storage and not personal external hard drives, stored separately from the rest of the network, i.e. tape/HD stored offsite?

		Q82. 59) What percentage of your IT systems are set up to generate logs with relevant data ?

		Q83. 60) What percentage of critical devices (i.e. servers and/or computers with highly sensitive data) are set up to actively collect logs that are monitored either manually or through a SIEM or other alerting tool/service?

		Q84. 61) How often does your department or unit analyze logs to detect anomalies?

		Q85. 62) On average, how long are logs retained for systems your department deems critical (i.e. AD Server, File server, etc.)?

		Q86. 63) Do you send logs to an alerting service?

		Q137. 63b) If you answered "Other" for question 63 please give details.  Question 63 was "Do you send logs to an alerting service?

		Q87. 64) What percentage of users operate with administrative privileges?

		Q88. 65) What percentage of university-owned devices are not managed by the IT Department? e.g. A research lab desktop that the P.I. has administrative privileges, but the IT Department does not.

		Q89. 66) What is the primary method that your unit uses to patch end-point devices?

		Q90. 66b) If you answered "Other" for question 66 please give details. (Question 66 was, "What is the primary method that your unit uses to patch end-point devices?"

		Q91. 67) What is the primary method that your unit uses to patch third-party software on end- point devices?

		Q92. 67b) If you answered "Other" for question 67 please give details. Question 67 was, "What is the primary method that your unit uses to patch third-party software on end- point devices?"

		Q93. 68) What is the primary method that your unit uses to patch servers?

		Q94. 68b) If you answered "Other" for question 68 please give details. Question 68 was, "What is the primary method that your unit uses to patch servers?"

		Q95. 69) What percentage of devices are up to date with all required patches?

		Q96. ISO 13 Communications security 70) Does your department/unit have a policy on securely sharing files?

		Q97. 71) What method does your department use to securely share files?

		Q98. 71b) If you answered "Other cloud-based tool" for question 71 please give details. Question 71 was, "What method does your department use to securely share files?"

		Q99. 72) Does your department have guidelines or documented processes to govern electronic messaging?

		Q100. ISO 14 System acquisition, development and maintenance: 73) Of the applications that you support, what percentage process secure information ?

		Q101. 74) Does your department/unit have a documented secure application development policy or “good practice” guide?

		Q102. 75) In the last year, have you experienced disclosure of sensitive data within test environments?

		Q103. ISO 15 Supplier relationships: 76) Does your department/unit have a formal departmental practice/procedure in place for managing supplier relationships?

		Q104. ISO 16 Information security incident management: 77) In the last year, did your department/unit experience a major incident (i.e., a significant intrusion)?

		Q105. 78) Does your department/unit have a formal incident response plan?

		Q106. 79) In the last year, how many times did your department/unit escalate an information security event to the UC Davis Information Security team?

		Q107. 80) In your department/unit, how often are security weaknesses reported from people, that are not IT Staff?

		Q108. 81) In your department/unit, is there a notification procedure for employees on security events or weaknesses?

		Q109. 82) What percentage of the time are security procedures reviewed after events or weaknesses are reported?

		Q110. ISO 17 Information security aspects of business continuity management:  83) To your knowledge, has your department/unit participated in the systemwide continuity-planning program, through the use of the UC Ready tool?

		Q111. 84) Has your department/unit developed a continuity plan, not including the UC Ready tool?

		Q112. ISO 18 Compliance: 85) In your department/unit, which standards or regulatory requirements would cost the department the most if compliance is not met?

		Q116. 85b) If you answered "Other" for question 85 please give details. Question 85 was, "In your department/unit, which standards or regulatory requirements would cost the department the most if compliance is not met?"

		Q113. 86) For the above, what is your confidence level that the department/unit complies with applicable standards and regulatory requirements?

		Q114. 87) In your department/unit, what area is the primary constraint on the ability to implement standards or regulatory requirements?

		Q117. 87b) If you answered "Other" for question 87 please give details. Question 87 was, "In your department/unit, what area is the primary constraint on the ability to implement standards or regulatory requirements?"

		Q115. 88) When was the last time an audit was performed by someone outside of your department/unit to assess your compliance?

		Q118. 89) In your department/unit, which of the following services would do the most to help you increase your compliance level?

		Q119. 89b) If you answered "Other" for question 89 please give details. Question 89 was, "In your department/unit, which of the following services would do the most to help you increase your compliance level?"

		Q120. 90) How many funds has your unit/department/college budgeted only to be used in case of a data breach?

		Q131. Name of person completing report:

		Q132. Name of supervisor or direct manager:

		Q133. Email Address

		Q134. Phone Number

		Q135. Name of College, Professional School, Administrative Unit:

		Q136. Name of Unit/Department (include sub-units if appropriate)

		Q124. Name of person completing report:

		Q125. Name of supervisor or direct manager:

		Q126. Email Address

		Q127. Phone Number

		Q128. Name of College, Professional School, Administrative Unit:

		Q129. Name of Unit/Department (include sub-units if appropriate)
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OFFICE OF THE VICE CHANCELLOR
AND CHIEF FINANCIAL OFFICER

Shared Services Center

New Employee Onboarding Center Fact Sheet

Onboarding center for new employees now open on campus

Onboarding Now On Campus

In partnership with Transportation Services (TAPS),
the Shared Services Center (SSC) is opening a new
employee onboarding center in the TAPS office to
serve as a central, on-campus location for
onboarding newly hired staff employed in divisions

and departments served by the SSC.

Services for SSC Clients

Pre-scheduled one-on-one onboarding appointments

with an SSC HR Generalist. Advance notification sent

to employee with location and parking instructions (1-

hour complementary parking in Pavilion Parking):

e New hire paperwork processing

e Employee ID card processing

e Parking permits available for purchase

e Benefits orientation scheduling

e Background check scheduling (if applicable)

e DMV pull scheduling (if applicable)

e University email access instructions

e University policies review

e Safety, emergency communications and workers’
compensation information

e Information to request business cards

e Staff Assembly “pins’ available for purchase

e Information about New Employee Welcome

(NEW) orientation

New Location for Employee ID Cards

The SSC will now process all faculty and staff ID
cards at the New Employee Onboarding Center in
the TAPS office by appointment. Only student ID
cards will be issued at Dutton Hall after April 2016.
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By appointment, employeeid.ucdavis.edu

Services for non-SSC Clients

Ability to schedule a 15-minute one-on-one
appointment using online calendar (20-minute
complementary parking available in Pavilion
Parking):

e Employee ID card processing

e Parking permits available for purchase

e Information to request business cards

e Staff Assembly “pins” available for purchase
e Information about New Employee Welcome

(NEW) orientation

Contact:

Shared Services Center
Service Desk
sschelp@ucdavis.edu
530-754-4772

UCDAVIS

March 17, 2016
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AggieTravel Update_March 2016.pptx
Aggie Travel

Project Status Update

March, 2016

Travel Accounting, Accounting and Financial Services







Mission and Improvements

Mission

Replace the outdated and unsupported MyTravel expense reporting system with AggieTravel – a modern, user-friendly, and scalable solution delivered by Concur Expense.



Improvements

Data entry is streamlined by reducing expense types and forms, integrating with BCD Travel service, and leveraging imported itinerary data from participating merchants

Travelers are able to use mobile platforms to capture receipts, create expense entries, and review submitted reports

Departments can run reports within the application to review their travel and entertainment information

Eliminate the need for “pre-trip” application by moving cash advance and non-employee traveler requests directly into AggieTravel 



‹#›



Timeline





Getting Started



Requirements & Analysis









Deployment/Transition 



Interface & Report Development

User Experience Validation



Functional Validation



Training & Communication



Initial Configuration











Retire MyTravel



End to End Testing

Production Available











‹#›
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Dec – Jan 2016





Oct – Nov 2015





Feb – Mar 2016





Apr – May 2016





Jun – Jul 2016





Aug – Sep 2016





Dec – Jan 2017





Oct – Nov 2016





















Major Changes…

Sodexo no longer a payment option

They take credit cards, use your T&E Visa Card

Vendor “pre-trip” payments will stay in Kuali, using Disbursement Voucher document

Employee “pre-trip” cash advances move to AggieTravel, using the Request module (with routing)

All cash advances will tie to chart 3 and use the Employee ID as the Project Code (not the document #)

Pending GL entries no longer created. Entries only posted to GL when report is fully approved.

WAY better receipt management





‹#›
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Project Activities – Complete

Execute contract with Concur Technologies

Engage user group community to select name and branding

Configure baseline Higher Education template

Integrate custom UC Davis configuration requirements

Develop cash advance integration to leverage Request module

First round of validation testing with volunteers from user group community





‹#›
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Project Activities – In Progress / Planned

Second round of validation testing

Complete configuration of Sponsored Guests (non-employee travelers)

Complete configuration of Imported Expense integration (CTS and T&E card transactions)

Establish roll-out schedule (2 week cycles, starting July 27th) 

Final testing

Develop training and change management deliverables

Launch AggieTravel (July 27th)

Retire MyTravel (December, 2016)



‹#›
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Project Contacts

Michael Cole

Project Manager, VC/CFO IT

mjcole@ucdavis.edu



Mike Kuhner

Functional Lead, Travel

mjkuhner@ucdavis.edu



Jennifer Thompson

Training Lead, Travel

jenthompson@ucdavis.edu
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IT Services 2-23-2016

Adobe Site License -- Jeremy Philips

Still pursuing Campuswide ETLA agreement and we are cautiously optimistic this will happen, though it’s at least a month or two away.  Contact Jeremy Philips for more information on the Adobe site license situation.  Side note:  departments/units do not have authority to sign Cloud service agreements – we must go through Contracting Services.  

Common Good Assessment -- Mark Redican

-- BIA has posted FAQ about the CGA and voice/data recharge on their website.  IET is monitoring network activity and if a NAM consistently crosses a bandwidth threshold, CR will upgrade the NAM to 1 GB and notify the unit’s IT admins.  It’s anticipated that less than 1.5% of the data NAMs will benefit from a 1 Gb connection so CR will go ahead and upgrade those first.  If a unit feels they need an upgrade beyond those that will be done automatically by IET/CR, submit a justification with the orders.  CR will still need a billing ID with upgrade orders in order to track services even though the unit may not be charged – nothing will hit the ledger in this case.

Can now add 12 VLANs to a single NAM.

The NAM installation fee has been cut in half, while the activation fee the same.  

Degree Works – David Garrison

http://www.ellucian.com/Software/Ellucian-Degree-Works/

Degree audit software that’s part of a longer term goal to improve graduation rates and time to degree.  It will help students plan and track their progress.  It can also facilitate prerequisites checking and help with transfer equivalency.  The software will provide analytics on degree requirement exceptions so we have more information to make decision.  

Degree Works will go live for advisors September 9, 2016.  Students will have access beginning winter 2017.  It will be available to graduate and professional schools but will likely not be broadly applied.  It replaces the degree audit parts of OASIS.  It integrates with BANNER and OASIS.  It’s already in use by UCR and UCI.  Training for users will be available summer 2016.

Degree Works will be enhanced and improved in functionality over the next few years.  Storage is third party, apparently Amazon.  Banner is also heading in that direction.




Email for Life -- Josh Van Horn

-- Current state: email for life administration requires CAS authentication (for at least Davismail)

-- IET went through and invalidated 50,000 users who haven't logged in in two years (either Davismail or Forwarding)

-- IET’s project is to retain email for life, but define standards and policies around it.  The project is expected to take 1-2 years to figure out the details.

Should it be available to everyone?

How should the service be provided?  A different Google Apps instance?

-- Long term goal is to allow email forwarding changes without the need for a campus account that then provides full access to campus systems.

Crashplan -- Steve Pigg

Cloud backup service available to all on a campus contract.  Available for Windows, Linux, and Mac.  All Crashplan software in use on campus needs to be updated by the end of March 2016.  IET wants to do it remotely, but the IT community recommended the option be given for users to upgrade manually.

http://itcatalog.ucdavis.edu/service/crashplan

BigFix

Software that’s installed at the root level on university computers and facilitates centrally pushed patches/updates.  The Provost had issued a mandate for its installation for network security purposes (manage risk).  IET is actively discussing this mandate with the Academic Senate IT Committee.


